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MUST supports two levels of auditing.
First let us look at the simplest method.
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select SQL  Access analyse review  migrate migrate verify row relink Access data and structure errar changes reporting || displ

Server databases Access datalexclusions structure data counts  application script files resolution to design stat
migration migration results

reads your Access databases, checks for errors and allows auto-correction of common problems

Select A Database, Or Use Batch Mode To Process ALL Databases BATCH MODE IV Index Selectivity 0.2
- (Process 4ll Threshold
|N|:|rthw|n|:| Ll Databases) or use (for rejecting
[C:\Auditing\Northwind.mdb I T TiEiE L
make a selection. accept all)
Perform Analysis change your analysis options for this database
Anal A Datab Tabl - At _this_ point you can revigvg.r the_ database options; fu_:ur example
e ‘ switching on/off table auditing fields before performing the
Analysis.
Minimum Valid Date, used to identify 29/12/13899 . . .
illegal dates in vl:uurfdata. Add TimeStamps Columns [ Add Triggers For Unique |V
Index Ignore Mulls
Bdd Auditing Columns ¥ _Add Triggers For Table [~
Add Du v Level Validation Rules
(default i= to create
‘ Create Synonyms For Schemas [ Checks for table rules)
Add Allow Zero Length Checks [

CI



When you look in the data dictionary (template for upsizing) you
will find that four fields get added to every table.
Two record who and when a record was created.
Two record who and when a record was edited.

Migrate Structure And Data | Full Database Auditing | Browse Data Dictionary | Migrate Queries | Web Conversion | Commissioning Data | Rewverse Engineerin

I = — —] =
B =5 B4 EEH< @b
browse browse| browse browse reporting || Access Access query use || display  help exit
tables fields |indexing relationships forms reports in code status system
data dictionary Application Objects status

review fields, field validation rules and defaults

System Name SourceTable FieldMame Target SQL Data Type Access Identity SQL Access  Has
Field Name Data Column Default Default Default
Type Walue Value

b | [Northwind Categories CategoryID CategoryID INT dblLong v |
Marthwind Categories CategoryMame CategoryMame |WARCHAR(15) |dbText | |
Marthwind Categories Crescription Drescription WARCHAR({MAX) [dbMemo | |
Morthwind Categories Picture Ficture IMAGE dbLongBina | |
Morthwind Categories TSCategories———— |TSCategories  [TIMESTAMP I — l
Morthwind Categories keﬁféguriESCreatEdBy A_CategoriesCre [WVARCHAR(30) | SIUSER_® I
Morthwind Categories .f’/ A_CategoriesCreatedOn A_CategoriesCre |[DATETIME | GetDate( v
Marthwind Categories &_CategoriesLastUpdatedBy|A_Categorieslas [VARCHAR(3D) | SUSER_E v
Marthwind Categories E:Ga.tgg_griesLastUpdatEdDrA_Categu:uriesLas DATETIME | GetDatel [
Morthwind Customers CustomerlD CustomerlD VARCHAR(S)  |dbText | |
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Recording when a record is entered, involves using two SQL Server
functions, one to get the users identity and the other to get when
the change is applied. This involves simply setting default values to
these fields in SQL Server.

The default value of

getdate() is used to identify when a change occurs

The default value of

suser_sname() is used to identify the user who made the change



Every time a record is changed the LastUpdatedOn and
LastUpdatedBy fields are changed.

MUST will write Trigger code to ensure that these changes are
recorded.

CEELTE TRIGGEER [dbo]. [TEAuditCategories] COHN [dbo]. [Categories])

FCR UFPDATE
RS
UPDATE [Categorie=s]
SET [A CategorieslastUpdatedOn] = GetlDate|
[A CategoriesLastUpdatedBy] = SUSER SHAME |
FRCHM [Categories] s INHER JCOIN [INSERTIED] i

CH s=.[CategoryID] = i.[CategorvIiDl]

Below we see that peter created the record on 1/08/2008 and this
was last changed by Andrew on 3/08/2001

CategoryMa -~ Description - | A _CategoriesCreatedBy - | A CategoriesCreatedOn - | A CategorieslastUp - | A CategorieslastUpdatedOn -
| Beverages Soft drinks, col VistalltragdPeter 01/08/2008 02:21:46 VistaUltrasd\Andrew 03/08/2008 02:23:35



But what if you want to record every field of data that has changed,
and also be easily able to see the before change and after change?

What about recording every record that is deleted?
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In large systems FDA should only be applied to a limited number of

key tables, but on a smaller system it can easily be applied to all

tables.

The down-side to FDA is that you must be more careful when

applying design changes. Design change must be applied in the

audit database before applying it to the main database.

Also the auditing database will grow in size far faster than the main
database.

Having said this, where appropriate FDA can be an essential
component in your application.



FDA needs to be selected before you start to analyse your
databases.

Migrate Structure And Data | Full Uatabase Auditing | Browse Data Dictionary | Migrate Queries | Web Conversion | 1
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auditing| create audit select create auditing | display help exit
options | database tables tables status system

database auditing status

configure full database auditing

Flags which need to be set before the Access databases are analysed.

Add audit fields to all tables * v

iFull Database Auditing in an P
‘additional Database, Triggers that

iperform the audit operation require

:all users to have INSERT
ipermissions in the auditing database. :

NOTE memas will automatically mapped to VARCHAR(MAX) and IMAGE data to
WARBINARY(MAX) in order to support auditing triggers.

Full Dxata Image Auditing should be set as an option before analysing and upsizing the
database.

MOTE This feature is not available in SQL Server 2000



After you have created your main database, and before Analysing
your Access database you need to create your auditing database.

Migrate Structure And Data | Full Database Auditing | Browse Data Dictionary | Mic

T E i 5
! & 00 EE @
auditing create audit| select create auditing || display help exit

options database | tables tables status
database auditing status

system

select auditing server and create auditing database

S50L Server Name |"-.I“IST.-’-'-.L|LTFL5.E4 SOL Server Werzsion
Use Trusted Security W Microsoft SUL Server 2
- urity 9.00,3068, 00 [X64) Fek
OR specify a login and password 2302:54 Copyright [2]1
ANN5 Mirraznft

|=a
| 1. Test Your L,

Enter either the name of an existing SQL Server database to connect to, or the
of the database you would like to create

|N|:|rthwin|:|_Auu:|it

2. Create The Da

Database Has Been Created
Get Li

Connection

I Database Created Morthwind_Audit

64:Integre
orthwind_A




FDA is only supported in SQL Server 2005 and later versions, and if
you have memo fields they will be mapped to VARCHAR(MAX) and
Images are mapped to VARBINARY(MAX). MUST will do this for you.

Migrate Structure And Data | Full Database Auditing I Browse Data Dictionary | Migrate Queries |
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select SQL  Access analyse revieww  migrate migrate verify row relink Access data and structur

Server databases Access datalexclusions structure data counts application script files
migration

reads your Access databases, checks for errors and allows auto-correction of comm

Select A Database, Or Use Batch Mode To Process ALL Databases BATCH MODE
(Process All
|NWTranslate L] Databases) or us

|C:"-,Auditing"-,NWTranslatE.rndb drop-down to .
make a selection

Perform Analysis change your analysis o]
r At this point vou can review the ¢
Analyse Access Database Tables switching on/off table auditing fie
| Analysis.
Mini - e —
illed Need To Map IMAGE to VARBINARY(MAX) =5
1| You have a Data Map which maps IMAGE data to IMAGE data type fields, ]

inconsistent with full auditing, change data type mappings to VARBINARY{[MAX)?
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Once the analysis has been completed and before upsizing

structure, the tables for auditing need to be selected.
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auditing create audit select |create auditing

options database

tables tables

database auditing

MW@s

display help exit
status system

status

select tables for auditing
System Mame  SourceTable Name Target Table Name Row TimeStamp FULL DATA
Count  Added AUDITING

MWTranslate Categories Categories a [ |
MNWTranslate ControlCustomers ControlCustomers 4 v |
NWTranslate Customers Customers 91 v |
MWTranslate Employees Employees g v |
MWTranslate OldCustomers OldCustomers 4 I |
MNWTranslate OldCustomersEmpty |OldCustomersEmpty 0 I | \l

b MW Translate Crder Details Order Details| 2155 I |: I :|
NWTranslate Orders Orders 830 v '\ v f
NWTranslate Products Products 77 v s
MWTranslate Shippers Shippers 3 v |
MWTranslate Suppliers Suppliers 29 v |
NWTranslate thiRates thiRates P v |




The database structure can now be migrated.

Migrate Structure And Data | Full Database Auditing | Browse Data Dictionary | Migrate Queries | Web Conversion | Commissioning C
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select 5L Access analyse review  migrate | migrate verify row relink Access data and structure errar changes reporting i
Server databases Access data exclusions structur data counts  application script files resolution to design 5
migration migration results
migrate tables to SQL Server
Specify Source Database Name Including Path BATCH MODE v
(Process All
|N'|.ﬂ.|"l'ranslate = Databases) or use
— drop-down to
[C:\Auditing\NWTranslate.mdb make 3 selection.

Migrate the database structure to SQL Server

Create Schemas, Tables & Synonyms In
SQLServer

I

Allow migration to be repeated

Allow step above to be repeated in a new
S0L Server database

If vou need to repeat the migration using a
new SOL Server database, then this button will
allow the migration to be repeated.




Now the auditing tables need to be created.

Migrate Structure And Data | Full Database Auditing | Browse Data Dictionary | Migrate Que

& 5
T
auditing create audit select create auditing|| display help exit

options database tables tables status system
database auditing status

create auditing tables

Once you have upsized you database, this option can
be used to generate the auditing tables in the auditing
database.

Generate Auditing Tables

Generate Auditing Tables ﬁ

Confirm generate Auditing 2 Tables in database Northwind_Audit 7

o= [




Now the final step of upsizing can be completed. It the last step
which creates relationships/checks that also generates the auditing
triggers.

Migrate Structure And Data | Full Database Auditing I Browse Data Dictionary | Migrate Queries I Web Conwversion I Commissioning O:
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select SQL  Access analyse review  migrate migrate|verify row relink Access data and structure 2rror changes reporting || dis

Server databases Access data exclusions structure data counts  application script files resolution to design ste
migration migration results

migrate the data to SQL Server

Specify Source Database Mame Including Path EATCH MODE W

[NWTranslate [
|C:‘Muditing";NWTransIate.mdb

Migrate Data/Indexes/Relationships

<

2. Create Indexing In SQL Server

1. Migrate Data To SQL Server _

<

3. Create Relationships/Checks




Each table which is selected for auditing will have three triggers added to write
data to the auditing tables when Inserts, Updates and Deletes occur.

- = dbo.Orders

+ 1 Columns

+ [ Keys

+ [ Constraints

= [ Triggers
[Z] TRAuditOrders
[Z] TRAuditOrders_D
[Z] TRAuditOrders |

Below is an example of trigger code for deletes, where you can also see an

additional flag being added to indicate the users action; D indicates the record
was deleted.

CREATE TRIGGER [dbo].[TEZuditOrders D] ON [dbo].[COrders]
AFTER DELETE
LS
INSERT INTOC Northwind Aundit.dbo. [Orders]
SEELECT *=,'D" FRECM DELETED



Below we see an example of a new record being entered and the corresponding
entry generated in the auditing table (only a few fields are shown here).

The field action_orders= | to identify the data as inserted. Each record in the
auditing log is also assigned a unigque incrementing id; counter_orders

EEH Orders

OrderlD - |CustomerlD - |[EmployeelC - OrderDate - RequiredDa - | ShippedDat - | ShipVia -~
11078 RATTC 1 04,08/ 2008 04/08,/2009
* (Mew) |

_'_1 Messages

Orderid  customerid employeeid action_orders  counter_orders  a_orderslastupdatedby  a_orderslastupdatedon

1 111079 | RATTC 1 I 4 VistaLltra 64" Andrew 2008-08-04 08:17:47.977

.......................



When a record is updated two entries are created in the auditing log, displaying
both the before and after image of the data, this means that when searching
the audit log the changes to data can be more easily displayed.

The field action_orders= B for the before image of the data and A for the after

image of the data. Each record in the auditing log is also assigned a unique
incrementing id; counter_orders

5 Orders

OrderlD -¥| CustomerlD -~ EmployeelC - OrderDate - |RequiredDa - |ShippedDat - | ShipVia -~
W 11079 RATTC 3 04/08,/2008 04/08/2009
* (New)

1 Results _'_§'| Messages

Orderid  customerd employeeid action_orders counter_orders  a_orderslastupdatedby  a_orderslastupdatedon

1 111079 : RATTC 1 B 4] Vista Utra 64" Andrew 2008-08-04 081747977

2 1073 RATTC 3 A 6 Vista Utra 64" Andrew 2008-08-04 081747 977



Below is an example of what happens when a record is deleted. (only a few
fields are shown here).

The field action_orders= D to indicated the record has been deleted. Each
record in the auditing log is also assigned a unique incrementing id;
counter_orders

B Orders
OrderlD - CustomerlD -~ EmployeelC ~  OrderDate - RequiredDa - |ShippedDat

* (Mew)

Microsoft Office Access ﬁ

You are about to delete 1 record(s).

4 l %  If you didk Yes, you won't be able to undo this Delete operation.
Are you sure you want to delete these records?

CH Results | |13 Messages

Orderid  customerid employeeid action_orders counter_orders  a_orderslastupdatedby  a_orderslastupdatedon

1 {11079 | RATTC 3 D 7 Vista Utra 64" Andrew 2008-08-04 081747977

.......................




Because the auditing triggers are written to minimise the need for changes in trigger
code, when fields are altered in the tables some care is required when changing fields
in the tables.

The field ordering and data types in both the live and auditing tables need to be
identical.

Below we first disable the triggers in the main system and then add the new field.

% OrderID int
- = dbo.Crder Details % ProductlD int
7 4 Columns LnitPrice maoney
+ [ Keys . Quantity smallint
+ 1 Constraints Diecount real
- [ Triggers . .
@ TRAuditOrderDetails TsOrderDetails timestamp
— TRAditOrderDetails D A_OrderDetailsCreate...  warchar(30)
E TRAud'ltDlﬂErDEtailsI A_OrderDetailsCreate..,  datetime
.'. —

A_OrderDetailsLastlp...  warchar(30)
A_OrderDetailsLastUp... datetime
3 éNewFiEId : varchar(50)
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Then in the auditing database we add the new fields.

The final step is to return to the live database and re-enable the triggers on the main
tables. This completes the changes.

Caolumn Mame Data Type Allow MNulls
OrderID int
ProductD int
UnitPrice maney
Quantity smallint = & dbo.Order Details
Discount real 3 Columns
T5OrderDetails varchar{30) [J Keys .

3 Constraints

A_OrderDetailsCreate...  varchar{30) o E3 Triggers

A_OrderDetailsCreate... datetime
A_OrderDetailsLastUp...  wvarchar{30)
A_OrderDetailsLastlUp... datetime

P | NewField varchar{50)

Action_OrderDetails char{1)
% Counter_OrderDetails int

[Z] TRAuditOrderDetails
[Z] TRAuditOrderDetails_D

Ed] TRAuditOrderDetails_]
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