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MUST supports two levels of auditing.
First let us look at the simplest method.
¢ƘŜ ǎƛƳǇƭŜǎǘ ŦƻǊƳ ƻŦ ŀǳŘƛǘƛƴƎ ƛǎ ǘƻ ΨAdd Auditing ColumnsΩΦ



When you look in the data dictionary (template for upsizing) you 
will find that four fields get added to every table.
Two record who and when a record was created.
Two record who and when a record  was edited.



Recording when a record is entered, involves using two SQL Server 
functions, one to get the users identity and the other to get when 
the change is applied. This involves simply setting default values to 
these fields in SQL Server.

The default value of 

getdate()  is used to identify when a change occurs

The default value of

suser_sname() is used to identify the user who made the change



Every time a record is changed the LastUpdatedOn and 
LastUpdatedBy fields are changed.

MUST will write Trigger code to ensure that these changes are 
recorded.

Below we see that peter created the record on 1/08/2008 and this 
was last changed by Andrew on 3/08/2001



But what if you want to record every field of data that has changed, 
and also be easily able to see the before change and after change?

What about recording every record that is deleted?

¢Ƙƛǎ ƛǎ ǎǳǇǇƻǊǘŜŘ ōȅ C5! ΨCǳƭƭ 5ŀǘŀōŀǎŜ !ǳŘƛǘƛƴƎΩΦ

In large systems FDA should only be applied to a limited number of 
key tables, but on a smaller system it can easily be applied to all 
tables.

The down-side to FDA is that  you must be more careful when 
applying design changes. Design change must be applied in the 
audit database before applying it to the main database.

Also the auditing database will grow in size far faster than the main 
database.

Having said this, where appropriate FDA can be an essential 
component in your application.



FDA needs to be selected before you start to analyse your 
databases.



After you have created your main database, and before  Analysing 
your Access database you need to create your auditing database.



FDA is only supported in SQL Server 2005 and later versions, and if 
you have memo fields they will be mapped to VARCHAR(MAX) and 
images are mapped to VARBINARY(MAX). MUST will do this for you.



Once the analysis has been completed and before upsizing 
structure, the tables for auditing need to be selected.



The database structure can now be migrated.



Now the auditing tables need to be created.



Now the final step of upsizing can be completed. It the last step 
which creates relationships/checks that also generates the auditing 
triggers.



Each table which is selected for auditing will have three triggers added to write 
data to the auditing tables when Inserts, Updates and Deletes occur.

Below is an example of trigger code for deletes, where you can also see an 
additional flag being added to indicate the users action;  D indicates the record
was deleted.



Below we see an example of a new record being entered and the corresponding 
entry generated in the auditing table (only a few fields are shown here).

The field action_orders= I to identify the data as inserted. Each record in the 
auditing log is also assigned a unique incrementing id; counter_orders.



When a record is updated two entries are created in the auditing log, displaying 
both the before and after image of the data, this means that when searching 
the audit log the changes to data can be more easily displayed.

The field action_orders= B for the before image of the data and A for the after 
image of the data. Each record in the auditing log is also assigned a unique 
incrementing id; counter_orders.



Below  is an example of what happens when a record is deleted. (only a few 
fields are shown here).

The field action_orders= D to indicated the record has been deleted. Each 
record in the auditing log is also assigned a unique incrementing id; 
counter_orders.



Because the auditing triggers are written to minimise the need for changes in trigger 
code, when fields are altered in the tables some care is required when changing fields 
in the tables.

The field ordering and data types in both the live and auditing tables need to be 
identical.

Below we first disable the triggers in the main system and then add the new field.



Then in the auditing database we add the new fields.

The final step is to return to the live database and re-enable the triggers on the main 
tables. This completes the changes.


